°EDRi

EUROPEAN DIGITAL RIGHTS

Ul examples for interoperable chat apps

Jan Penfrat
Senior Policy Advisor

Mastodon: @ilumium@eupolicy.social

edri.org @edri@eupolicy.social +32(0) 2274 2570



Leaving the gatekeeper

-~ CONNECTION REQUEST X

We've had a request to link your Facebook identity to an
account named “Trisha Thomas” on a new service,

“User Republic.” If this is you, click OK. If this is not you,
click here to report it.

“ Report Suspicious Activity

Screenshots based on EFF: “Interoperable Facebook: How to Ditch Facebook Without Losing Friends”
released under Creative Commons Attribution 4.0 International License (CC BY 4.0).



Obtaining user consent

. CONTACT UPDATE ¥

Your friend, Trisha Thomas, has moved to a new
network: “User Republic.”

Are you OK to continue messaging her? Your messages
and posts will be sent to User Republic’s servers for
delivery to Trisha’s feed and inbox. Click here to find out
more about User Republic and read its Privacy Policy.

“ Change Settings for This Friend

Screenshots based on EFF: “Interoperable Facebook: How to Ditch Facebook Without Losing Friends”
released under Creative Commons Attribution 4.0 International License (CC BY 4.0).



Making things easier for people

. SELECT YOUR PREFERENCES >

When a friend moves to a new service:

Ask me every time
Block all requests

Accept requests from friends on services I've already
said yes to

Accept requests unless they come from one of the

following services
Save These Preferences

Screenshots based on EFF: “Interoperable Facebook: How to Ditch Facebook Without Losing Friends”
released under Creative Commons Attribution 4.0 International License (CC BY 4.0).




